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Agenda

 Industry Overview – what’s happening out there!

 What are the basic things you can/should be doing?

 Your business, your risk, your decision!

 References – if you’re so inclined to keep up (you may not want to!)



Industry Perspective

Source: Verizon Data Breach 
Report 2017



Extortion and DDoS

New approach to monetize 
DDoS

Pay me $$$ or I’ll attack 
your site and take it off 
line!

Many are fake – but what’s 
the impact if it isn’t?



Phishing is still KING! 

 Targeted “spear phishing” becoming more 
prevalent – higher $$$ market opportunity

 Thieves are targeting you to get a foothold into 
the organization

 Control of your machine

 Garnering your account credentials

 Simply getting you to perform an act with no 
actual system compromise

Phishing attacks are well known and still the most popular and most 
successful type of attack used by cyber criminals. The design remains 

to be simple, as this attack is aimed at the most vulnerable components 
of information systems – the user.

95% of all security 
incidents begin with 
human error, human 
culpability, or human 
carelessness.1

1 – IBM 2014 Cyber Security Intelligence Index



Microsoft O365 Scams are Rampant!

The emails are not always that good… but the site is an exact replica!

Only the URL gives it away!

Crooks steal your employees credentials then they are on your 
email system and looking for anything of value!

English is typically not very good – but it varies 
and some have been quite good!

The from address is typically one give away it’s a 
phishing scam – but not always!



Wire Transfer Fraud is on the RISE!

 Scammers e-mailed the accounts payable coordinator at Upsher-Smith 
Laboratories, a drug company in Maple Grove, and pretended to be the 
CEO. 

 The thieves instructed the employee to follow directions from the “CEO” 
as well as a lawyer’s name they provided. 

 Over the course of three weeks in 2014, the employee asked the 
company’s bank, Fifth Third Bank, to make nine wire transfers totaling 
more than $50 million.  

AND THEY DID! And now the company is suing the bank for 
negligence!

Attempts at cyber wire fraud 

globally, via emails purporting to 

be from trusted business 

associates, have surged in the last 

seven months of 2016, the U.S. 

Federal Bureau of Investigation 

said in a warning to businesses as 

it bid to curb such crimes*.

Source: http://fortune.com/2017/05/05/wire-transfer-fraud-emails/



What’s going on with Ransomware?

• Ransomware has moved from the 22nd

most common version of malware in 
2014 to the 5th most common in 
2016!

• There was a slight decline in new 
samples in Q3 2016, and a drastic 
70% drop in Q4. This big decline is 
mostly due to a reduction in generic 
ransomware  detections, as well as a 
decrease in Locky and CryptoWall
variants.



Big events of 2017 (so far…)

WANNACRY - The 
particular vulnerability in 
WannaCry was discovered 
by the US government --
most likely the NSA --
sometime before 2014 
and leaked by Shadow 
Brokers.
 Attacks appeared on 

May 12, 2017
 Microsoft released the 

patch on March 14, 
2017

Petya – Another 
Ransomware variant 
of WANNACRY –
exploiting the same 
known Microsoft 
vulnerability.

 Attacks appeared 
on June 27, 2017

NSA Hacking Tools Divulged
The Shadow Brokers suddenly appeared last August, when they 

published a series of hacking tools and computer exploits—
vulnerabilities in common software—from the NSA. The material was 

from autumn 2013, and seems to have been collected from an external 
NSA Staging Server, a machine that is owned, leased, or otherwise 

controlled by the U.S., but with no connection to the agency.

CIA Hacking Tools Divulged
In March 2017 the CIA lost control of the majority of its hacking arsenal 

including malware, viruses, trojans, weaponized "zero day" exploits, 
malware remote control systems and associated documentation. This 
extraordinary collection, which amounts to more than several hundred 
million lines of code, gives its possessor the entire hacking capacity of 

the CIA.

 WikiLeaks published a data trove that appears to 
contain extensive documentation of secret Central 
Intelligence Agency spying operations and hacking 
tools. 

 Codenamed "Vault 7," the file contains 8,761 
documents, and WikiLeaks claims that it 
represents "the majority of [the CIA] hacking 
arsenal including malware, viruses, trojans, 
weaponized 'zero day' exploits, malware remote 
control systems and associated documentation."

Wannacry & Petya combined impacted hundred of thousands of computers worldwide, shut down 
businesses – most notably a Hospital in the UK!



Your business, your risk, your decision

Where to start / What to do?

There are some basic security and privacy 
practices you can implement that have 
considerable impact on reducing your 
attack surface & protecting your assets

Beyond these basics – it’s your business, 
your risk, your decision…

Lets cover the basics….

Foundations of Security 
Program

A layered approach 
focused on Protect, 
Detect, Respond, & 

Recover - processes and 
technologies are the 
foundation for any 
Security Program!



Vulnerability Management

The Issue

 Petya, Wannacry, and others 
– all known vulnerabilities

 Patches had been available for 
months

 People are simply not diligent 
about patching their systems

99.9% OF THE EXPLOITED 
VULNERABILITIES WERE 
COMPROMISED MORE THAN A 
YEAR AFTER THE CVE  WAS 
PUBLISHED. 
1 – Verizon 2015 Data Breach Report 

Your Action

 Be diligent, apply patches 
when released

 Get into a regular cycle with 
Microsoft and your other 
vendors – download the 
patch, run a simple test, and 
deploy

 Scan your systems regularly 
for vulnerabilities 
(OpenSource tools available)

 Updated End Point Protection 
software (within days – not 
weeks of release)



Security Awareness

The Issue

 People click on stuff

 Their busy and not paying attention

 The enter their credentials thinking 
the message is real

 People do stuff you’d never imagine!

Your Action

 Run security awareness 
campaigns

 Test your people regularly

 Share and publish the reports 
(aggregated and anonymous)

 Deal with repeat offenders

 Office 365 Users – use Advance 
Threat Protection (i.e. sandboxes 
and observes behaviors of 
attachments).  URL inspection 
coming!

1 – IBM 2014 Cyber Security Intelligence 

95% of all security incidents 
begin with human error, 
human culpability, or human 
carelessness.1

According to Verizon’s 2017 Data Breach Report, two-thirds of all malware 
was installed via email attachments in 2016.



Privilege

The Issue

 Attackers using administrative 
credentials can move laterally across 
your network to conduct internal 
reconnaissance

 Passwords are not complex or 
changed regularly

 No separation of Admin accounts 
from personal account

 Admin rights on your PC’s allow 
anything to run with Administrator 
privileges

Your Action

 Monitor the use of your Admin 
accounts (i.e. location, time of 
day, etc.) – use multi-factor 
authentication (MFA)

 Admin accounts require LONG 
complex passwords – use a 
password vault to store them in

 Admin accounts should be unique

 Remove your users admin rights 
on their PC’s – if their not admins 
many forms of malware can not 
run on their machine

Source: https://www.tenable.com/blog/master-your-security-foundation-

control-the-use-of-administrative-privileges

What did the Sony and 
Anthem breaches have in 
common with an estimated 
60-80% of all breaches? 

They all involve the use of 
compromised privileged 
(administrative) accounts.

One third of organizations do 
not have policies to change 
default administrative 
passwords.



Multi-Factor Authentication is Good!

Typical Questions

 What was your childhood nickname?

 Who was the best man at your wedding?

 What was your parents home town?

 What was your mother’s maiden name?

 What was your high schools mascot?

One of the best practices for Privileged Account Management and general user access to 
Cloud applications is to use Multi-Factor authentication!

MFA = your normal ID & Password + One-Time Passcode

1. Text one-time pass code to pre-registered phone number.
2. Email one-time pass code to pre-registered email.

3. Respond to registered questions and answers

Regarding Q&A – not the safest form of MFA!

If you use this form of MFA…

 Nickname

 California

 Disneyland

 Idon’tknow

 Giraffe



Get Ready for When the Breach Happens

The Issue

 No formal Incident Response Plan

 Unprepared if/when an event 
occurs

 Now you’re left with trying to 
figure it out “on the fly”

Your Action

 Build an Incident Response 
team

 HR, Legal, IT, 
Communications – all key 
participants

 Define Roles and 
Responsibilities

 Run Simulations – be prepared



Deploy Systems with Secure Baselines

The Issue

 Inconsistent configurations for 
systems

 “out of the box” install is not always 
the most secure

 Personalization vs standardization

Your Action

 Use defined Secure Baselines for 
all platforms – Network, Servers, 
PC, Browsers, Wireless, etc.

 Multiple secure baselines exist –
they are free to download 
(https://www.cisecurity.org/)

 Standardize and save – deploy 
the same “config” everytime!

Source: https://www.tenable.com/blog/master-your-security-foundation-

control-the-use-of-administrative-privileges

Deploy secure and verify 
through scanning it remains 
secure!



Play some Offense - Deception

The Issue

 Prevention along is not sufficient

 Detection is a required layer of the 
security in defense strategy but is 
not easy

Your Action

 Deception is part of the layered 
security approach

 It facilitates and improve 
detection capabilities

 The solution can range from tools 
to strategies

Source:

https://www.networkworld.com/article/3019760/net
work-security/the-ins-and-outs-of-deception-for-
cyber-security.html

It is no longer debated that a 
prevention only security 
strategy is enough. Security 
teams must go on the 
offense and create an 
environment that provides 
continuous real-time 
detection against an ever-
changing landscape of cyber 
threats, and deception tools 
can play a critical role. 

1. Excel file placed on PC’s named “passwords.xls”

3. Monitor AD logon events for this Account
If there’s an occurrence – someone is in your network!

Example of Simple Deception Strategy

2. Descriptive account name and password in file



Office 365 Security Features

The Issue

 Great flexibility for access anywhere, 
anytime, and any device!

 It’s in the cloud and a “hacker’s” and 
“phisher’s” paradise

 If you give up your creds – they are 
in “as you”!

Your Action

 Use the security features built 
into Office 365 to detect identity 
theft

 Office 365 can warn on multiple 
types of login events:

 Impossible travel

 Unfamiliar location

 Suspicious IP’s

 Foreign Country

Use Microsoft’s self-assessment tool to tighten your Office 365 
configuration – securescore.office.com!

Secure Score figures out what 
Office 365 services you are using, 
then looks at your configuration and 
behaviors and compares it to a 
baseline asserted by Microsoft.



Measure Your Program

The Issue

 Adhoc implementations of 
technology

 No defined road map – what are 
you building and why?

 Lack of KPI’s – how do you know 
how well you’re performing

Your Action

 Use a industry standard 
framework to assess and build 
your roadmap

 NIST CSF

 SANS

 Frameworks provide a 
predefined list of controls –
some prioritized!

https://www.nist.gov/cyberframework

https://www.sans.org/critical-security-controls



That’s the basics 

Macro level approach

Treats all things equal

Relatively easy to do

Significantly improves your overall security posture



Your business, your risk, your decision

Probability

Im
pa

ct

High RiskMedium Risk

Low Risk Medium Risk

Phishing

Vishing

DDoS

Hacktivism

Web 
Compromise

Do your 
technologies, 
processes and 

people 
investments 
align to your 

risks?

Compromised 
Accounts



What do you have & what do you care about?

Intellectual Property

Credit Card Data

PII – Employee, 
Customer, Supplier

HIPAA

R&D

Business Plans

Tax ID’s

SSN

Bank Routing 
Numbers

M&A

What’s the impact if a breach compromises 
any of this data?

Proprietary, Confidential or Restricted Data
Security & 

Privacy Policy

Data 
Classification 

Matrix

Establishes standards of behavior, 
use of company assets, handling of 
company data – references data 
classification matrix

Provides guidelines and examples of 
the types of data and required 
handling procedures associated with 
each.

Lost 
Revenue

Lost 
Customers

Brand 
Reputation

Recovery 
Costs

2017 Ponemon Institute – Cost of Data Breach
Mitigating Controls

1. Drive encryption – server and PC.  Encrypted data 

is of no value if stolen!

2. Tighter security controls on who has access -

regular user reviews.

3. Security & Privacy Policy – annual attestation.

4. Increased System Monitoring & Controls –

database and platform monitoring for 

connections.  Restrict systems from accessing the 

Internet.

5. Cyber Insurance – minimize expenses associated 

with recovery/loss – coverages vary!



A Cyber Event is the New Disaster

 Ransomware will test your ability to recover 
systems/data

 Need to evaluate where you store data and what you 
backup 

 Backups need to be “offline” to protect against 
ransomware events

 Ransomware is more distributed – it can affect your 
remote office/plant locations as much as your data 
center

 Cyber Insurance should be a consideration

A cyber event is probably more 
likely to affect your operational 
readiness of recovery than the 
traditionally planned for disasters 
of fires, floods, earthquakes, etc.



Cyber Insurance Coverage

•Security and privacy liability. Pays for defense and losses due to a claim 
against the insured from a third party. 
•Network interruption coverage. Pays for lost net income that would have 
been earned and associated operating expenses.
•Event management coverage. Pays for the cost to recover from an event, 
including security breach investigation, public relations, notification, 
restoration of data, etc.
•System failure coverage*. This addition would cover system failures for any 
“unplanned or unintentional outage”, not just a security breach as is now 
the case.

Example of Possible Coverages



Implications of Zero Day Threats

 Undetectable and for the most part unknown, the zero day threat is becoming the new 
“normal” 

 The challenge that zero days present to information security teams is the gap in detection and 
identification capability
 EPP (End Point Protection) solutions (i.e. anti-virus, firewalls, etc.) do nothing to detect or remediate 0 

day threats

 You have to wait for vendors to create new signature and deploy

 That gap between signature creation and deployment is your risk exposure

 EDR (Endpoint Detection and Response) solutions are evolving and targeted to deal with zero 
day threats. 

 Tools primarily focused on detecting and investigating suspicious activities – they provide both 
detection and reaction capabilities, including real-time visibility across the environment.

Endpoint detection and response is an emerging technology addressing the need 
for continuous monitoring and response to advanced threats. 

If you are an O365 Customer – Microsoft offers Advance Threat Protection (ATP) for an additional 
cost per user.  It protects against both attachments and links (URL’s) through validation of hash, 

reputation and use of sandboxing to assess if file or link is safe. 



Where does your company fit on the risk scale?

Probability

Im
pa

ct

High RiskMedium Risk

Low Risk Medium Risk

Assess 
yourself and 

take the 
appropriate 
actions and 
investments 
needed to 

protect your 
most valuable 

assets.

The more 
attractive your 
assets, the 
higher target 
you become 
for a targeted 
attack!

Intellectual 
Property
Credit Card 
Data
HIPAA
R&D
POS
R&D
Etc…

Your 
Company



Where are company’s investing in their 
Security programs?

Source: Forbes Insight Report - https://www.bmc.com/content/dam/bmc/migration/pdf/Forbes_Insights_SecOps_Survey.pdf



Reference list of informational security sites

 Kreb’s on Security - https://krebsonsecurity.com/

 Schneier on Security - https://www.schneier.com/

 The Register - http://www.theregister.co.uk/

 The Hacker News - https://thehackernews.com/

 Dark Reading - http://www.darkreading.com/

 Kaspersky Threat Post - https://threatpost.com/

 Naked Security by Sophos - https://nakedsecurity.sophos.com/

 Graham Cluely - https://www.grahamcluley.com/

Security sites with generally breaking news & updates on new threats.

https://krebsonsecurity.com/
https://www.schneier.com/
http://www.theregister.co.uk/
https://thehackernews.com/
http://www.darkreading.com/
https://threatpost.com/
https://nakedsecurity.sophos.com/
https://www.grahamcluley.com/


Thank You!

IT Security = Risk  
Management

It should be viewed and 
managed similar to any other 

risk within your business!
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